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ABSTRACT 
 
Computer security incident is any activities or events that potentially harm the 
computer systems or networks. These activities could be due to various 
vulnerabilities and threats either intentionally or unintentionally attempted such as 
unauthorized actions in a computer system, hardware or software failure, denial of 
service attempts and other events that could be threatens the computer system. As 
computer security incident cannot fully avoided or mitigated, organizations should 
have a procedure in handling such incidents to mitigate the incident, control the 
situation during the incident or recover the system affected by the incident. This 
study has been conducted to identify the components of user’s behaviors in handling 
computer security incident. Here we found six components of user’s behaviors in 
handling computer security incident which are aware of assurance, responsibility, 
perceived skills and knowledge, general security orientation, motivation and 
perceived barriers. An analysis of these behaviors has been done which covered the 
13 financial institutions in Klang Valley. The result of analysis shows more than half 
of users are agree with all these components of users’ behaviors in handling 
computer security incident except for perceived skills and knowledge. The study 
shown that most of users are concern with the common information security practices 
and sharing the detected problem with others by seeking assistance with other 
colleagues. However, the users are not really care with the security practices in 
handling computer security incident which need their effort technically. Therefore, 
the organizations need to note this issue to find appropriate solution 
vi 
 
 
ABSTRAK 
 
Insiden keselamatan komputer adalah suatu aktiviti atau perbuatan yang 
berpotensi mengganggu dan merosakkan sistem komputer atau rangkaian. Aktiviti-
aktiviti ini boleh disebabkan oleh pelbagai faktor  sama ada secara sengaja atau tidak 
seperti  pencerobohan sistem komputer tanpa kebenaran, kegagalan perkakas komputer 
atau perisian burfungsi, dan sebagainya yg boleh mengancam sistem komputer. Oleh 
kerana insiden keselamatan komputer tidak dapat  dielakkan sepenuhnya, setiap 
organisasi perlu mempunyai langkah-langkah dalam mengendalikan insiden yang 
berlaku sama ada untuk memberhentikan insiden tersebut, mengawal keadaan semasa 
insiden belaku bagi memastikan sistem masih berfungsi  atau membaiki sistem yang 
terjejas disebabkan insiden yag berlaku. Kajian ini mengenalpasti perangai pengguna 
dalam mengendalikan insiden keselamatan komputer and mengkaji langkah-langkah 
pengguna di syarikat-syarikat kewangan di Malaysia semasa menghadapi insiden 
keselamatan komputer. Kajian dapat mengenalpasti enam komponen perangai pengguna 
dalam mengendalikan insiden keselamatan konputer iaitu kesedaran terhadap jaminan, 
tanggungjawab, kemahiran dan pengetahuan, pengetahuan umum tenteng keselamatan, 
motivasi dan halangan.  Kajian terhadap komponen-komponen ini telah dijalankan di 13 
syarikat kewangan di kawasan Lembah Klang melalui kaedah kaji selidik. Keputusan 
kajian mendapati kebanyakan pengguna bersetuju dengan komponen-komponen ini 
kecuali kemahiran dan pengetahuan. Selain itu, kajian mendapati kebanyakan pengguna 
mengambil berat tentang asas amalan keselamatan dan akan berkongsi masalah 
keselamatan yang dihadapi bersama rakan sekerja. Tetapi, mereka kurang mengambil 
berat tentang amalan keselamatn komputer yang memerlukan kemahiran teknikal. Oleh 
itu, langkah-langkah penyelesaian perlu diambil untuk mengatasi masalah ini. 
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CHAPTER 1 
 
 
INTRODUCTION 
 
1.1 Overview 
Computer security incidents are any activities or events that potentially harm 
the computer systems or networks. These activities could happen due to the various 
vulnerabilities and threats either intentionally or unintentionally attempted such as 
unauthorized actions in a computer system, hardware or software failure, denial of 
service attempts and other events that could threaten the computer system. 
As reported by MyCERT, Cybersecurity Malaysia, the computer incidents in 
Malaysia is increasing from year to year. Figure 1.1 shows the statistic of the 
reported incidents from 2007 until 2011. 
Based on the statistic in Figure 1.1, the number of computer incidents are 
slightly increased from 2007 until 2009. After that, it was drastically increased until 
2011.  It shows that computer incidents will be critical issues in the future if they are 
not being handled and managed properly.  
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Once these incidents cannot be controlled, it may harm the computer system 
and disrupt the business operation. Hence, it will affect the revenue of the businesses.    
 
Figure 1.1: Comparison of the reported incidents from 2007 until 2011 
 
 An incident might cause a billion of revenue lost in an organization. 
Therefore, each organization including financial institution should have their own 
Computer Security Incident Response Team (CSIRT) to manage and handle these 
incidents in order to ensure the continuity of their business.  
However, this research is not a study on how to manage the CSIRT but to 
look into users’ behaviors in handling the computer security incidents. It includes the 
actions taken by users when facing computer security incidents. 
This research focuses on financial institutions including banking and 
insurance companies in Malaysia since we believe that these organizations are the 
most attractive targets for attackers to launch their attack.  
0
200
400
600
800
1000
1200
1400
1600
1800
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov De
2007
2008
2009
2010
2011
3 
 
 
1.2 Background of the Problem 
Nowadays, most of the organizations realize the importance of the incident 
management and set up their own CSIRT to manage any potential incident that might 
harm their operation. The CSIRT is responsible to provide the incident response plan 
to control the business operation when an incident happens .It is also to prevent any 
loss or damage. 
Within a single organization with an incident response plan, the response will 
generally be controlled through a single entity such as an incident response team 
where  the team will report to a single individual, such as the Chief Information 
Officer (CIO), Chief Information Security Officer (CISO), or Chief Executive 
Officer (CEO) for industry organizations (White, G.  Granado, N, 2009).  
However, not all of the users are aware with the existence of the security team 
in their organization. Rheea H. S. et al., (2009) suggested that no matter how 
effective the technical layer of security is being provided, the security posture 
ultimately depends on appropriate end user behavior. Behavior is the range of actions 
and mannerisms made by organisms, systems, or artificial entities in conjunction 
with their environment, which includes the other systems or organisms around as 
well as the physical environment. Hence, user behavior is the way in which one acts 
or conducts oneself towards others. However, this study only looks into the way of 
people act or conducts the computer security incident.  
No matter how much policies are produced, how effective the procedures are 
developed, it will depend on the users’ behavior in sense of how far they understand 
the policies or procedure, and their ability to apply them in daily tasks. Therefore, 
this research is conducted to see users’ behaviors in handling the computer security 
incidents.
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1.3 Problem Statement 
The need of CSIRT today is very important in an organization especially in 
financial institution because of the confidential and valuable information. In relation 
to that, financial institutions face a wide range of highly motivated and active threat 
sources (Bonnette C.A., 2003). As current report shown in Symantec.com, 16% of 
the data breach was reported from the financial institution including insurance sectors 
which is the third most likely category of organization to be attacked. Then, these 
data breach could lead to identity theft and it was reported that 29% of identity theft 
occurred in financial institution including insurance company. It is noted that 
financial institutions are the most likely category of organization to be attacked in 
identity theft. Since financial institutions are a main target of attackers, they might be 
facing with various types of computer incidents. 
In order to ensure the incidents do not disrupt the business operation, the 
CSIRT should apply incident handling process. However, this process presents a 
number of challenges as financial institutions have their unique circumstances which 
drive overall risk in its operations which is based on the sensitivity of the information 
and different view of management to classify the severity and danger of the 
incidents. Therefore, different organization will have different procedure in handling 
incidents. Hence, security professionals who are in charge in protecting their 
organizations’ information assets must understand the source of these attacks, along 
with their likelihood of occurrence and related impact (Bonnette C.A., 2003). Besides 
that, users also should understand and able to manage computer incidents that might 
be happen to ensure the effectiveness of handling the incidents.
5 
 
 
1.4    Project Objectives 
The objectives of this research are as below: 
1. To identify the components of users’ behaviors in handling computer 
security incidents. 
2. To propose a model of users’ behaviors in handling computer security 
incidents. 
3. To evaluate the users’ behaviors in handling computer security incidents in 
financial institution in Malaysia. 
 
1.5       Research Question 
This research will answer the following questions: 
1. What are the components of users’ behaviors in handling computer security 
incidents? 
2. How did the components of users’ behaviors worked in handling computer 
security incidents? 
3. How effective is the users’ behaviors in handling computer security incident 
in financial institutions? 
 
1.6  Project Aim 
The aim of this research is to identify the components of users’ behaviors in 
handling computer security incidents and to analyze on how it works by proposing a 
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model in order to measure the effectiveness of the users’ behaviors in handling 
computer incidents in financial institutions. 
 
1.7   Project Scope 
This research concerns on below circumstances: 
1. The research will focus on employee working in financial institution in 
Malaysia where the companies are located in Klang Valley. We only look at 
users’ behaviors in handling computer security incidents. The users will be 
selected randomly from IT and non IT background. 
2. This research will be conducted by using quantitative method where 
questionnaire will be used as a survey instrument. The data collected from the 
questionnaire will be interpreted and presented in Microsoft Office Excel 
2007. Then, the data will be analyzed by using statistical method. The result 
of analysis will be presented in chart and graph. 
 
 
 
1.8       Summary 
This chapter presents the idea of this research. The introduction and overview 
of this research is briefly explained. The project objectives are defined and the 
project’s aim is clearly stated to ensure this research meets what it is looking for. 
Besides that, the research questions and the project scope are also being specified to 
ensure that it will achieve the objectives of this research. 
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